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How Jitterbit layers security, (jdvernance and compliance
throughout the Harmony platform

r Is Your Security Keeping Up With  Technology?
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IT leaders who say Al integration of orgs admit not prioritizing
vulnerabilities are a top security over convenience?
security concernt

“[We] observed adversaries leveraging access to cloud-based SaaS applications to facilitate
lateral movement, extortion and downstream targeting of third parties.” — Crowdstrike

ONLY
of orgs experienced former employees orgs that say they’re effectively
accessing SaaS apps/data 1 securing their cloud resources |

“Credentials are the #1 way attackers gain access to systems.” B—1Password
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SaaS apps that are “shadow IT”N global average cost of a data breach O

Three Key Sec urity Layers

Based on NIST, CISA, CSA, and CERT recommendations,
Jitterbit’s security framework consists of:

1. Logical Security

Security measures taken within the Harmony platform

MFA@ WAF Access Control IDS & IPS | Secure Databas|

DDOS Monitoring & FIPS 140-2
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@ Increases the security of an‘account by 99%0

A DDoS attacks up>350% YoY NS 6 b {I

B Companies-with full encryption strategies experience 42%
lower data) breach costs

2. Logicﬁal "Security

Internal policies and operational best practices

Personal Policy Penetration Testin@ OWASP Checlés SSO
FIPS 140-2 Auth Secure SCHIC E2E Encryption

Testing on Application, Product & Network Levels @
Vulnerabilities regularly checked for and mitigation prio ritized - A

Security practices builtinto-each phase-of develepment lifecycle W

3. Physi cal Security

The secure hosting of Harmony on cloud mfrastructure

Intrusion Detection Video Surveillancg Secure Cloud Biometric Controls
RedundanchA

|— . A Harmony features mult| region replication across 3
*—geographically-disfinet.clouds, with each availability zone an
independent failure Zgneylt can tolerate natural disasters,
systsan?;\).lre =5 and pote/Without shutdown.
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postsl Al that is designed, developed and deployed responsibly across
the full automation lifecycle. Learn more about ISO 42001 here.

. And Compliant.

The Jitterbit Harmony platform meets the highest global security standa rds,
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For an in-depth look into our industry-leading security,

visit the dedicated Jitterbit security page .
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